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Security+
CEH - Certified Ethical Hacker

CISSP - Certified Information Systems Security Professional
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Properties of used resources

1. Books

Books are the most important and common sources of information. They are easily accessible,
cheap and valid.

2. Digital resources

Nowadays, with the advent of technology, digital resources help researchers find their favourite
topic easily.

3. The product catalog is a set of information about individual models. Models are specific
versions or various configurations of an asset.

4. Articles and journals

Today, journals are published in fields of science and research, and published articles in them
provide a lot of information to readers.

some important features of an article include being concise, up-to-date and comprehensive.

5. Websites

A website can contain a lot of information that can be used to search and manage data.

This information is available to the viewer in the form of text, image, sound, and video.
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Save a file

1. Press CTRL+S or click the File tab, and then
click Save,

Tip: You can alse click the Save icon bl an
the Quick Access Toolbar

2 You must enter a name for the file if you are
saving it for the first time.
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Computer Science Keywords
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« A storage device refers to a hardware used to store information permanently or temporarily.
The device can be connected to a computer, server, and other computing systems internally or
externally. Storage devices are also known as storage media or storage medium.
¢ A programming language is a formal language that specifies a set of instructions that can be
used to produce various kind of output. They generally consist of instructions for a computer.
Programming languages can be used to create programs that implement specific algorithms.
« Understanding the Basic Security Concepts of Network and System Devices. Network devices—
such as routers, firewalls, gateways, switches, hubs, and so forth—create the infrastructure of
local area networks (on the corporate scale) and the Internet (on the global scale).
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o Double-click on the installer to begin the installation process. Follow the wizard to install

the software. If it asks you to remove your existing antivirus software, go ahead and do so—it's

generally not advisable to run two antivirus programs at once. Accept the terms and agreements
when prompted.
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You have probably already encountered problems running 32-bit programs on your Windows
system. ]
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Mechatronics isa multidisciplinary field of science that includes a combination of mechanical
engineering, electronics, computer engineering, telecommunications engineering and systems
engineering.

Sy e |y S5y o gloesly x5 slagie y
e A microprocessor is a computer processor that incorporates the functions of a central
processing unit on a single integrated circuit (1C), or at most a few integrated.
» The CPU (Central Processing Unit) is part of a computer system that is commonly referred
to as the "brain" of a computer.
o A gateway is a network node that connects two networks using different protocols
together. While a bridge is used to join two similar types of networks, a gateway is used to
join two dissimilar networks.
e lllustrator is a vector drawing program. It is often used to draw illustrations, cartoons,
diagrams, charts and logos.
e A social network is defined as a chain of individuals and their personal connections.
o Packet Tracer is a cross-platform visual simulation tool that allows users to create
network topologies and simulate modern computer networks.
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Acronyms & Abbreviations
Are you familiar with “Common Computer Abbreviations”?
Here are some of the most common and useful computer acronyms and abbreviations. Use them
to impress your friends, teachers and classmates!
- "GB" stands for a gigabyte, which equals 1024 megabytes.
- HTTP - Hypertext Transfer Protocol is a set of instructions for the software that controls the
movement of files on the Internet.
- USB - The Universal Serial Bus is used for communicating between certain devices. It can
connect keyboards, cameras, printers, mouses, flash drives, and other devices.
- PDF - This represents the Portable Document Format which displays files in a format that is
ready for the web.
- BIOS- Basic Input/Output System.
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HDD Hard Disk Drive + High Density Drive

DVD Digital Video Disc or Digital Versatile Disc

VGA

CPU

TV card

RAM

LCD




UPS
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Uninterruptible Power Supply

&olkal 4885 acs

PNG

ul

DDR

SATA

PnP

HTTP

Hypertext Transfer Protocol

ol JU! JS5g

USB

FTP

ISP

MIPS

Million Instructions Per Second

MPEG

NIC

(ot [y &

OCR

SMTP

SQL

PHP
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LESSON 3 Polysemous Words
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Tablet
A small, flat computer that is controlled by touching the screen or by using a light pen. (.............. )
A piece of stone or other hard material used for writing usually in ancient times. ( ............. )

Properties Computer Meaning General Meaning

Flat
To write on
Made of stone or wood x v
Electronic device

Other meanings — A small, round, solid object made of medicine. ( ............. )
Ping
A command to check whether an [P address is active or a connection is working ornot. (............... )
Making (producing) a sharp sound. (.............. )
Properties ‘ Computer Meaning ‘ General Meaning
Sound
To contact

Using programming code
Requiring (Attract) Attention
Package

A set of programs packed as one. (.............. )
To put goods into boxes to be sold. (.............. )

Properties | Computer Meaning | General Meaning

A collection of things

Computer programs
Packed

o
—
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Client

A computer that is connected to a server to get information. (.............. )
A customer or someone who pays for goods (buys goods) or receives services. (.............. )
Properties | Computer Meaning | General Meaning

Rely on something

Receiving action performed by an agent

Component of a computer network

Server

A computer that helps client stations access the files, printers and other shared resources and
controls computers in a network. (.............. )

A person who serves food in a restaurant. (.............. )

Properties ‘ Computer Meaning ‘ General Meaning

Providing service

Having clients

Serving the request of customers

Serving the request of other programs

08 WS ot aigs Jsam 0 a5 lasily 5l el b1, 5 Edles

improve extend increase increment |

After my PC’s fan stopped working, CPU temperature increased rapidly.

You can use X++ in C#1t0 ................ variable value.
............... the wireless signal.
............... wifi range.
................ internet speed.
trouble | problems | error | bugs
Can you diagnose Wi-Fi ................... ?
I have ................. with Wi-Fi connection.

The latest windows update fixes several known ............ .
There are many different types of runtime errors. One is a logic ................. , Which produces
the wrong output.
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run | perform | execute
Computers can .........c.ccoeeene. a variety of tasks.
We've .............. the computer program, but nothing happens.

The software translates programs from a language human can read to a language computer
(0713 [ :
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1. A letter, number, or other mark or sign used in writing or printing.

1. A person represented in a movie, play or story.

2. The result you get when two or more numbers are multiplied together.

2. Something that is made to be sold, esp. something produced by an industrial process or

grown through farming.

3. A computer program that is designed for a particular purpose.

3. An official request for a job, a place, etc., usually in writing.

4. A pen-shaped object used for touching a computer screen to choose information.

4. A handheld light-emitting device used for reading barcodes.

21
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Bug
A small msect Ahility to remember Wniting surface A light switch

My computer has a gigabyte of ..................... .

A, caused the company's computer system to crash.

You draw the shape somewhere on your worksheet, click on it and copy itto the ................... .
................ another user via the Ctrl+Alt+Del options in windows.

S eSSz laoily LI py S8 VL dgei 4 az5 b

I've written my website, now | just need to find a company to ................ it.
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LESSON 4 Google Translate

Google Translate is one of the main services of Google website, which has the largest search
engine in the field of translation of various language texts into each other.

You are familiar with Google Translate's functionality. So let's mention and explain some of its
features.

Go:gle uwo@
lrantiate P ar— O
Barian [agieh bppmre Dvnkcl eegengt - W Dea e e - =

e

TR B R SRR o WIRAAEE B U

F SO THE TRANEATE SOARMIMTY

fw)») Lgl.&soj‘j 0)s

DS eSS 1 T ams e ylis 1, Google Translate sl S35 5 lacoil 51 S5 55 Jso 0

Supports over 100 languages at various levels calizee mglaw jo b5 Ve 5l s Slais

Listen to your translation

Translate images

LQJ)UA.Q.?-)J

Translate text in other apps

Translate a bilingual conversation

o0 doz 5 (e il g

Translate by speech
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Keeping passwords secret is important, but
ensuring they are not accessed or revealed is
better. Most secure platforms today demand
complex passwords for login. This may include
capitals, numbers, and characters. Passwords
are safest if they are not shared with anyone
- not even IT administrators and so-called
organizational representatives - or written down.
It's also important to change them often.
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Introduction

WHAT ARE NANOROBOTS?

# Manorobots are tiny machines used to cure diseasesin
human or in any organism. :

# Performs task at nanoscale
dimensions.

# The size of nanorobots is 109,

# The prefix ‘nano’ means billionth.

A &3l QIS (o 1) a5 g plol 1) 55 e 4y bgs pe ol ginss -
- Translate by speech:
1. Go to the Google Translate page.

2. At the bottom left of the text box, click Speak .
3. When told to "Speak now" say what you want to translate.
4. To stop recording, click Speak.
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NEURAL NETWORK
In information technology, a neural network is a system of hardware and/or software patterned
after the operation of neurons in the human brain. Neural networks - also called artificial
neural networks — are a variety of deep learning technologies. Commercial applications
of these technologies generally focus on solving complex signal processing or pattern
recognition problems. Examples of significant commercial applications since 2000 include
handwriting recognition for check processing, speech-to-text transcription, oil-exploration
data analysis, weather forecasting and facial recognition.

WHAT IS RASPBERRY PI?

The Raspberry Pi is a credit-card-sized computer that plugs into your TV and a keyboard.
It is a capable little computer which can be used in electronics projects, and for many of the
things that your desktop PC does, like creating spreadsheets, word processing, browsing the
internet, and playing games. It also plays high-definition videos.

Several generations of Raspberry Pis have been released. All models feature an integrated
ARM as central processing unit (CPU) and on-board graphics processing unit (GPU).
Processor speed ranges from 700 MHz to 1.4 GHz and on-board memory ranges from 256
MB to 1 GB RAM.

Secure Digital (SD) cards are used to store the operating system and program memory.
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LESSON 5 Tooltips and Errors

Tooltips

Atooltip, infotip or a hint isacommon graphical user interface element. It is used in conjunction
with a cursor, usually a pointer. The user hovers the pointer over an item, without clicking it, and
a tooltip may appear—a small "hover box™ with information about the item being hovered over.
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Errors Y1298

An Error is a term used to describe any issue that arises unexpectedly that cause a computer to
not function properly. Computers can encounter either software errors or hardware errors.
The following error messages are commonly seen by computer users:
« Access denied

Sl Lo e aulyedign SO A pwiws il IS A wes o ) (Sl Uas oyl
« File not found
oy 33 (IS ol b oad Jiiie b odyd ] 92 g 3550 0y 45 a3 o ) (Sloj e ]

.C»uw.:.’

 Low Disk Space
Al (S5 a5 0,00 Suss JIB slad oS o o 7y Sloj s

« Cannot open the file
iS50 oo ol )‘)Bl‘n).; L ‘) )Ja.r Sy90 6839 ..\."3.:@.: e

« Site unavailable
Syl oYL Sl b sl oals Judnay el jael Lo as o )lad 0929 Les )b aS aidl o el sley Uas oyl

oS oo Ol ) (oo 4z 5 slallas
1. BAD_FORMAT: An attempt was made to load a program with an incorrect format.

2. OUT OF MEMORY: Not enough storage is available to complete this operation.
3. LOGON FAILURE: The user name or password is incorrect.

4. BAD KEY: The configuration registry key is invalid.

s Co pow

IRVEL SRS TN F IRV PN IRV

Close \
0055 o Abort v
word ,l8le 5 )0 efly (30l g 92 gl ol Ignore ¥

Saze | Try again f

Details N

¥
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9 AtornSetup.exe

e Installation has failed

There was an error while installing the application.
Check the setup log fer more information and contact

the author.

Open Setup Log I | Close

Set up backup

has no enabled devices associated with it. ((x80070422)

g The service cannot be started, either because it is disabled or because it
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1. Microsoft Windows A

| Your computer is low on memory

To restore encugh memeory for programs to work
correctly, save your files and then close or restart all
open programs.

Windows 10 installation has failed

The A Drive is not ready.

Please insert a diskette inte drive.

| Abort | | Retry | | lgnore

Jr=
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1. Use the USB Cable that came with your phone to connect the phone to a USB port on

your COTT]E@ET.

2. Open the Notifications panel and tap the USB connection icon.
Once connected, tap ALLOW to transfer media between your phone and computer.

Use USE for

Transferring media files

Transferring images

Connecting MIDI devices

Charging

S TR0 102E AN

Allow accets 1o your data

The connected device will be able
o access files on this phone (MTP
connectinn)

3. Tap the connection mode you want to use to connect to the PC.

i


https://iranarze.ir/blog/estekhdam44/
https://iranarze.ir/blog/estekhdam44/

LESSON 6 User Guide

Calom 05 o 3l Mollis olsh b llas o inio 3 Sds ySUl EY samo (sad55 sS 3 iy
ol s o> (User Guide) Jgame sloanly 4> 280 Ol g b 4 abbge o FoiS S pas
09y oeimer g bl o)lge Cole) g Jaamo b5 0w 5l oo (gaiatws Sledbl (gol> ax 280

WIS ) VIS jae Jsb Uil s s ool 1o 1y S b sl o e (5, lgSS

?U"’)é Lgl.lbo')"b oy
Signs &M
Doy oo s 4 Sl al5 Ll papie 5 50 a5 05,10 043y cedde o jlailinl (6,15 slalae i o
Lol coal slogll g w3le 5l oolaiul g o o5 I Lame jo Jlas 392 5l ol 84S Lla yog, 5l (S
3,08 oz g (5 glol avm WDle opl cuas
L collsd
S JeeSS 1) Jgur 00,5 929l 1) 05 slaghl g pDle pogde 995 590l oo S5 ) 5
Cdle ‘ P oA ‘ L
Sl Laa>
555 s

5 5] e i e e e Sy CE aali_alss
3,5 5k Sk 5 (Ll ez (sl Sl g S

e (ool o o] 4 g e slin sialejl L2500 Jpuaons
5 s ol o 4 i y IS a2
D1y Hhas ¥ ddhio b lag e Ol ez g S58,5 5,




| PRIV R

Lable o g
Wil Jgame Coond alS )8 baanz a5 4 aiey 45 03,5 sloces 5 Yoons (g Sl Lilug
Oy .\.Jbb? ‘5.\44& Lgoﬁ)lf SleMs| o&ﬁf).g)o

GOdm 30 (69 ooy um

o Jj..a:z.n cJlal )| UL""‘“"" 6‘)‘.’ Jﬁm $9) QS”“""‘" (_gl.wh‘;).sj (_g‘)‘o e g u.:‘

GO (69 oy 5

ng..azo (SchLw leMb) OJJ);).})& Ys,o.uo LQWJJ LJ"‘

L5185 gty Jyazmo b3, sl 6590 Sdrz 5 ol I
| UT o..\.:)l.w

faid oo iules |) Sledbl 4z 55 slacws »

SWITCHING POWER SUPPLY

v



ae> 5 |, o1 Google Translate ;| solaiwl b .ol oo aiings b 90 4 8 Sledlbl 35 g jo
S ol 1y O @ pogde 038

Hardware Features

Before you cable your router, take a moment to become familiar with the label and the front
and back panels. Pay particular attention to the LEDs on the front panel.

Label

The label on the bottom of the wireless modem router shows the router’s Restore Factory
Settings button, WiFi network name (SSID), network key (password), and MAC address.

WiFi Network Name (SSID)

Restore Factory Settings MAC Address  Network Key (Password)

Figure 2. Label on router bottom

See Factory Settings on page 142 for information about the Restore Factory Settings button
and the factory setting values.



| PRIV R

Quick Installation Guide
300Mbps Wireless N USB VDSL/ADSL Modem Router

TD-W9970/TD- W9970B
TD- W9970 is used for demonstration in this QIG.

Connecting the Hardware
If you dont need the phone service, Just skip step 1

and directly connect the modem router to the phone
jack with a phone cable, then follow steps 3 and 4 to
complete the hardware connection.

Modem Router

Phone Jack

1 Connect the DSL splitter
to the phone jack.

éﬁg\\ f,__.r”'f’

Ny

Connect to the
- phone (Optional)

DSL Splitter

2 connect the modem router
to the DSL splitter.

-

DS dex i ]y sy IS

= =S
Power Adapter

%\ /,—f’f’

Q\ 4 Connect the power adapter to the modem
~._router and push in to turn on the modem
router.

A Verify that the hardware connection is
correct by checking these LEDs.

Power DSL Wi-Fi
on  On On

Noes €

1) the DSL LED + takes about 1 to 2 minutes to stabilze.
2) if the Wi-Fi LED = is off. please press the WIFI button
on the rear panel for 2 seconds. then the LED should turn
stable in a few seconds.

VA



LESSON 7 Practice and Repeat
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Safety information

Read all safety information before using the device to ensure safe ang
Proper use.

A Warning

Follow the warning information provided below to
prevent incidents such as fire or explosion

CAN ICES-3(B) / NMB-3(B)
(CORPLIES WITH 21 CFM 1563 80 AND 1540 11 EXCEPT FOR DEVIATIONS
PURSUANT TO LASER NOTICE W05, DATED JUNE 24, 2007,

THE DEVCE COMPLES WITH PART 15 OF THE FCC RULEE
OPERATION |5 SUBRECT TO THE FOLLOWING TWO CONDITIONS :
1) THES DEVICE MAY MOT CAUSE HARMFLUL WTERFERENCE. AND
{2) THIS DEVICE MUST ACCEFT ANY INTERFERENCE RECENVED,
NOLUDING INTERFEREBCE THAT MAY CALSE UNDESIRED CWPERATION.
TA24001456H-A ZL (R FT Y

Do not expose the device to physical impact or damage.
= Do not camy your device in your back pockets or on your waist,

Use manufacturer-approved batteries, chargers, accessories, and
supplies.

Prevent the multipurpose jack and battery terminals from contacting
conduciive elements, such as metal or liquids.

Do not touch the charger or the device with wet hands while the
device is charging.

Ifany part of the device Is cracked or broken, stop using the device
immediately and take It to a Samsung Service Centre,

Do not turn on or use the device when the battery compartiment is
cxposed.

DVDICD REWRITABLE DRIVE / DYD it

3000 Haravet Siroot

Rating: 5V == 1,54

Pala Allo, A B304 MODEL /5 5 - dvdBs 5L
. CE - X
. HO-TRE, 71004 ..
D33CTe T [

RS

B
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Firewall

Ahardware or software that prevents someone from seeing or using information on acomputer
without permission, especially while it is connected to use the internet. (.............. )

A fireproof wall which is designed to prevent the spread of fire through a building or a

vehicle.(.............. )

Properties | Computer Meaning | General Meaning

Preventing damage or disturbance

Securing something

Protecting from fire

Protecting from crackers

Key
A list of the answers to the questions in a test. (.............. )
A small piece of shaped metal used for opening or closing a lock. (.............. )

Properties | Computer Meaning | General Meaning

Used to unlock something

Means of access or control

Made of metal

Dealing with data

Dyl 0429 Dleglass

Table of Contents

Walcoma
Using Your 77
Ewcording o Video. ...,
Saonting o Video Chat ...
Uhning Yoser Wiksiom on o Video Monlior i
Ediing o Wadea . oo i .
Ecliing  Videss in AscSol WabCon

[Edifing o Vides in AacSoh Videolmpramion
Toking o Fchre .—.....o.coeee., g
Pclbng o Poomirw.__... .

Sl wMNGEREEARWE ==

Cregting o Perceal Prolile ....... i A D
Adyuihing Cophyre Sefnge. : } S L
. i g i e iz

b

IR

3



| PRIV R

B o &

X54TMA NIDSO/2GE/SO0GE/INTEL

» vtk ) o™ oo 5 ORI
. Eans

A BADLUEF 3 A0 TESEE V5 i

- BGE AR ]

= LT MDD - ATH HDE

= FILFLA Con il add e = POVILEA L d ceitm
GO L MGE CTE LG

Ideapad 310 i5/8GB1TB5.6in P2530U I15/8GBMTR/2GE
& Bt il o™ (T - RSO0 - A W St ™ A O
= BRE AR = B0 AR
= LT soee = ATH HDD
* BATIA, Dt O o REITIA g e
TR0 () G T O8]

sasos el

UKITOUG I7/BCE/ 1TE HDD+ 25608
FEOS1 3T Lapiop

MNE4ATMA M3I350/2CE/S00CBNINTEL

= vt B Coow™ - MO0
= B0 AL = el ™ =500
= LO00H HOD - B AR

e 40 Gragnes 443 : SR HES = ecnsen






B ool s ¥ Glosgy

ikl Jorr [N

euass (S8 ild w3 (Ko L (e (rard Cd ply (ol

3 ylaibiw! 3 LIS .
o pai i s Ll 5y3n : (s ;5;’-:-9 e olee
)w| )S.LO-C 6)’35 e l.5 > 9 OLQQ,_;
579> L NEIP L bl 590l a 1o S 5l oolazal - o
o .‘ w“w ‘~,, ‘ l.:“" 05‘36)'35)[54"_\
wotlea S gL sl | e Y T s
¥ S @y e dbs s b ved g oy ‘. ’ s : L:
(EITOrWANNING) (s |3le 5 slo i g allas Llowi= | 11 3 e
b)) ankd S slocal) az i85 5 Jlwg (53, 99250 % oS
M‘ b)b.n ﬁ»\iLC)Li [SCes u.ig&d‘ﬁ Qf OleMb|
¢ | Sl s sl t0OItip 5l help st~ | =2 | F e
Ple s 59 g bRl SG ogas jo A GL
S jglaie 4y ALl (aite Sllaisl g e Mle Jolo - (,’ S5 54 -Y
Jlg S @ el gl (38 Sl g Sly ggie sla )l
- c. > 3 oleddl cus
et G 9 Bl e i s . ’ bl
V[0 0l 0l 5 (eaadimgages) (ISl £95 mant - | I FOY E« e
et e S ez
Y5l 650l ozl 00l
Yo 3l g mSol axlg o0




) oL 6L°°3‘3

Al 055 OLS jo g oS Ol canlin pgal wuas sleosly sl 09> @S;M&Sq :‘::;

Information Accessible

_____________________________________________________________________________________________________________

-------------------------------------------------------------------------------------------------------------
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Click to read The website is
more information . Accessible to all users
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You can connect to the
internet
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